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Part 1. Introduction 
 
User growth has become a key indicator of a company’s financial growth and sustainability. Even 
a company’s revenues can take a back seat to its user base as a metric that predicts future 
success. While it may have taken the telephone 70 years to reach 50 million users, in today’s 
fast-paced world companies can reach that same number in a matter of months.  
 
As the user-base becomes a new form of currency, driving valuations of companies around the 
world higher and faster than ever before, it is becoming increasingly important to protect the 
integrity of these users. Information about who users are, what they do and how they do it is 
incredibly valuable. If not adequately protected this information can be (and is being) exploited.  
 
The purpose of this report is to understand the scope of registration fraud, and how this epidemic 
is impacting companies and their users. It offers a glimpse into how companies verify and protect 
their users, and the damage that can be done when fraudulent users and fake accounts are 
allowed to exist within a user base. 
 
We surveyed 584 U.S. and 414 UK 
individuals who are involved in the 
registration, use or management of 
user accounts and hold such positions 
as product manager, IT security 
practitioner and app developer. 
Eighty-nine percent of these 
respondents say their organization 
considers its user base a critical asset 
with an average value of $117 million.  
 
However, account fraud is becoming 
more prevalent because most 
organizations have a difficult time 
ensuring bona fide users and not bad 
actors are authenticated during the 
registration process. As shown in 
Figure 1, only 36 percent (17 percent 
+ 19 percent) believe they are able to avoid fraudulent registrations. Moreover, once fake users 
are registered, they spam legitimate users and often create more fraudulent accounts. Fake users 
also steal confidential information as well as engage in phishing, social engineering and account 
takeover. 
 
The findings reveal why companies are vulnerable to the threats of fake users: 
 
§ The authentication process is difficult to manage, according to 69 percent of respondents, 

allowing fake users to infiltrate the user base. 
 

§ Fifty-eight percent of respondents say user convenience is most important to their fraud 
prevention strategy and 42 percent of respondents say ease of use is critical. Only 21 percent 
say security is important. 

 
§ The majority of respondents  (54 percent) say a phone number is enough to stop fraudulent 

registrations and protect account access. 
 

Figure 1. My organization’s authentication process allows us 
to differentiate bona fide users from bad actors 
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§ Companies seem to be unwilling to crack down on fraudulent registrations. Forty-three 
percent of respondents say their company doesn’t worry about the registration of fake 
accounts to avoid friction in the registration process. Most companies do not have a formal 
method for determining whether a potential user is real. 

 
§ Only 39 percent of respondents say their company is vigilant in determining that each user 

account belongs to a real person. 
 
§ Only 25 percent of respondents believe the traditional username and password(s) is a 

reasonably secure authentication method for their users. However, 94 percent of respondents 
say they use passwords or PINs and 79 percent use email addresses to create an 
account(s).   
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Part 2. Key findings 
 
In this section, we provide an analysis of the key findings. The complete audited findings are 
presented in the appendix of this report. We have organized the research according to the 
following topics: 
 
§ Why the number of fake users is increasing 
§ Why current practices are not addressing the risk of poor authentication 
§ How fake users are impacting the reputation and economics of business 

 
Why the number of fake users is increasing 
 
Fake users are difficult to keep out. Companies estimate they have an average of 
approximately 19 million registered users in their database and an average 10 percent are not 
authentic.  
 
As shown in Figure 2, 76 percent of respondents say it is very difficult (46 percent) or difficult (30 
percent) to prevent a bad actor from creating more than one fake account.  Similarly, 72 percent 
say it is very difficult (34 percent) or difficult (38 percent) to suspend an account that has been 
identified as spam or fraud after the fact. 
 
Figure 2. Difficulty in dealing with fake users 
Very difficult and difficult responses combined in the figure below 
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Why current practices are not addressing the risk of poor authentication 
 
Companies would rather ensure user convenience than the security of the user base. As 
shown in Figure 3, the most important objective in a company’s authentication strategy is to keep 
the process easy for users (58 percent of respondents).  Companies also want lower costs and a 
process that is easy to manage. Only 21 percent of respondents say security is important. As a 
result, many companies are not adequately addressing the risks to their user bases. 
 
Figure 3. Factors important to your organization’s user authentication strategy 
Two responses permitted 

 
An important goal for companies is to have a secure ecosystem with verified users.  As 
shown in Figure 4, the majority of respondents (75 percent) agree the effective use of users’ 
mobile identities to ensure a verified (high value) user is essential to their organization’s 
competitive positioning. Moreover, knowing that the user base is legitimate is believed to be of 
great value to the leaders in their organization, according to 65 percent of respondents.  
 
Figure 4. Perceptions about the value of a legitimate user base  
Strongly agree and agree responses combined 
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Perceptions about what creates a secure ecosystem. A challenge to achieving a high quality 
user base is the difficulty in managing the authentication process (69 percent of respondents) and 
64 percent of respondents say their organization will choose smooth and easy registrations over 
security, as shown in Figure 5.  
 
Figure 5. Perceptions about the authentication process  
Strongly agree and agree responses combined 

 
Companies are not cracking down on fraudulent registrations. As shown in Figure 6, despite 
the importance of a verified and legitimate user base, 43 percent of respondents agree that their 
organization doesn’t worry about the registration of fake (inauthentic) accounts because they 
want to avoid friction in the account registration process. Further, only 39 percent of respondents 
say their organization is vigilant in determining that each user account belongs to a real person. 
 
Figure 6. Perceptions about fraudulent registrations  
Strongly agree and agree responses combined  
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Complexity and risk are deterrents to using mobile phone numbers to verify and 
authenticate users. Only 24 percent of respondents say their companies use mobile phone 
numbers to authenticate the users of their service.  
 
As shown in Figure 78, respondents are concerned about complexity (24 percent), the risk of 
fraudulent or malicious activities arising from fake users (22 percent of respondents) and strength 
of initial authentication or verification (20 percent). Forty-one percent of respondents believe two-
factor authentication is an option and 50 percent of these respondents do use it to authenticate 
users.  
 
Figure 7. What is the biggest concern in using the mobile devices of users to authenticate 
and verify them during account registration? 
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Many companies do not permit the use of other organizations’ credentials for verification 
purposes.  Almost half (49 percent of respondents) do not allow users to log in with other 
organizations’ credentials. If they do use other credentials, it would be mainly Google or 
Facebook, according to Figure 8.  
 
Figure 8. Does your organization allow users to log in with other organizations’ 
credentials?  
More than one response permitted 
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Passwords are the most common authentication methods but largely untrusted. Only 25 
percent of respondents believe traditional user names and passwords provide a reasonably 
secure authentication method for their users. However, as shown in Figure 9, 94 percent of 
respondents say they use passwords or PINs and 79 percent use email addresses to create 
accounts. Challenge questions are used by 35 percent and one time passwords (OTPs) are used 
by 31 percent of companies represented in this research.  
 
Figure 9. What factors are used to create an account once the users are registered?  
More than one response permitted  
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To keep fake users out, companies rely more upon reactive steps than a formal process. 
Fifty-eight percent of respondents say their company does not have a formal process for 
determining the legitimacy of a user.  
 
According to Figure 10, the steps organizations do take to identify fake users are mostly reactive. 
For example, conducting assessments and audits (58 percent of respondents) to determine the 
number of fake users may be too late to prevent attacks on legitimate users. Other popular steps 
are database monitoring (50 percent of respondents) and manual control systems (50 percent of 
respondents). Very few are taking proactive steps such as real time validation via email or phone 
verification (17 percent of respondents) or indicators of spam (15 percent of respondents). 
 
Figure 10. How does your organization identify fake user accounts?  
More than one response permitted  
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How fake users are impacting the reputation and economics of business 
 
Fake users want to spam legitimate users and steal confidential information. Eighty-two 
percent of respondents characterize bad actors in their user base ecosystem as a significant 
problem (44 percent of respondents) or problem (38 percent of respondents). According to Figure 
11, the main reasons for bad actors invading the website is to spam other bona fide users (30 
percent of respondents), to steal confidential information (27 percent of respondents) and social 
engineering (14 percent of respondents).  
 
Figure 11. Why do bad actors register on your organization’s website?  
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User bases are considered a critical asset vital to the bottom line. Eighty-nine percent of 
respondents say their companies consider their user base a critical asset. As shown in Figure 12, 
of these respondents, 63 percent say it is either essential (34 percent) or very important (29 
percent) to their companies’ financial viability. How valuable is the user base? Respondents 
estimate that if they had to build a new database of bona fide users from scratch it would cost an 
average of $117 million. 
 
Figure 12. How critical is the user base to your organization’s financial viability? 
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Most of the cost to respond to spam or fraud is to repair the organization’s reputation. On 
average, organizations in this study spent $4 million to respond to spam or fraud committed by 
fake users. These costs included the detection, investigation and recovery as well as what was 
spent to deal with a tarnished reputation. According to Figure 13, 60 percent of the costs were 
allocated to restoring reputation. Together containment and recovery accounted for 24 percent.  
 
Figure 13. How was total cost allocated to respond to spam or fraud committed by fake 
users?  

 
The cost increases for larger companies. As shown in Figure 14, companies with headcount 
over 25,000 face a much higher cost than the average $4 million to respond to spam or fraud. 
 
Figure 14. The cost to respond to spam or fraud committed by fake users by headcount 
$1,000,000 omitted 
Overall average = $3,959,944 
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Legitimate users leave because of spam attacks by fraudsters. Fifty-three percent of 
respondents say their companies experience an average of 50 such attacks against bona fide 
users each month. In the past 12 months, fake users victimized 21 percent of legitimate users. In 
response to these attacks, organizations lost an average of 9 percent of their legitimate user base 
and they lost an average 4 percent of business partners, customers or other key stakeholders 
over the past 12 months, as shown in Figure 15.  
 
Figure 15. Average percentage of legitimate users who terminated their relationship in the 
past 12 months because of bad actors Extrapolated values = 9 percent of legitimate users and 4 
percent of business partners, customers or other key stakeholders 
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Investments in creating a secure ecosystem can increase the value of the user base. If 
organizations were able to eliminate almost all fake registrations, the value of the user base could 
increase an average of 44 percent, as shown in Figure 16.  
 
In contrast, if a company does not stop the growth of fake users, the value of the user base could 
decline by an average of 47 percent. If the average value is $117 million, that could mean a 
decline in value of about $55 million. 
 
Figure 16. How would the value of your organization’s user base change based on the 
quality of the registration process 
Extrapolated value presented 
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Part 3. Methods 
 
A sampling frame of 27,215 individuals who are involved in the registration, use or management 
of user accounts and hold such positions as product manager, digital marketer, IT security 
practitioner and app developer were selected as participants to this survey. Table 1 shows 1,100 
total returns. Screening and reliability checks required the removal of 102 surveys.  Our final 
sample consisted of 998 surveys or a 3.7 percent response.  
 
Table 1. Sample response Freq Pct% 
Sampling frame  27,215  100.0% 
Total returns  1,100  4.0% 
Rejected or screened surveys  102  0.4% 
Final sample  998  3.7% 

 
Pie Chart 1 reports the respondent’s organizational level within participating organizations. By 
design, more than half of respondents (61 percent) are at or above the supervisory levels.  
 
Pie Chart 1. Current position within the organization 
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Pie Chart 2 reports the industry classification of respondents’ organizations. This chart identifies 
financial services (20 percent) as the largest segment, followed by e-commerce (13 percent) and 
IT services (12 percent). 
 
Pie Chart 2. Primary industry focus 

 
As shown in Pie Chart 3, 60 percent of respondents are from organizations with a global 
headcount of more than 1,000 employees. 
 
Pie Chart 3. Global employee headcount 
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According to Pie Chart 4, 52 percent of respondents are from organizations with an annual 
revenue greater than $501 million. 
 
Pie Chart 4. The organization’s annual revenue (US dollars) 
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Part 4. Caveats to this study 
 
There are inherent limitations to survey research that need to be carefully considered before 
drawing inferences from findings. The following items are specific limitations that are germane to 
most web-based surveys. 
 
 Non-response bias: The current findings are based on a sample of survey returns. We sent 

surveys to a representative sample of individuals, resulting in a large number of usable 
returned responses. Despite non-response tests, it is always possible that individuals who did 
not participate are substantially different in terms of underlying beliefs from those who 
completed the instrument. 

 
 Sampling-frame bias: The accuracy is based on contact information and the degree to which 

the list is representative of individuals who are involved in the registration, use or 
management of user accounts and hold such positions a product manager, digital marketer. 
We also acknowledge that the results may be biased by external events such as media 
coverage. Finally, because we used a web-based collection method, it is possible that non-
web responses by mailed survey or telephone call would result in a different pattern of 
findings. 

 
 Self-reported results: The quality of survey research is based on the integrity of confidential 

responses received from subjects. While certain checks and balances can be incorporated 
into the survey process, there is always the possibility that a subject did not provide accurate 
responses. 
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Appendix: Detailed Survey Results 
 

The following tables provide the frequency or percentage frequency of responses to all survey 
questions contained in this study. All survey responses were captured in August 2015. 

Survey response Combined 
Total sampling frame  27,215  
Total returns  1,100  
Rejected or screened surveys  102  
Final sample  998  
Response rate 3.7% 
Sample weights 100.0% 
  
Screening questions  

S1. Does your role involve the registration, use or management of user accounts? Combined 
Yes 100% 
No (Stop) 0% 
Total 100% 
  
S2. What best describes your job function? Combined 
Digital marketer 19% 
Data scientist 6% 
App developer 12% 
Security 14% 
Customer relationship management 10% 
Product management 19% 
Fraud protection 7% 
End user management or membership 11% 
Other (please specify) 2% 
None of the above (Stop) 0% 
Total 100% 
  
Part 1. Perceptions about mobile identity and authentication  

Please rate each statement using the five-point scale provided below each item.  
Q1a. My organization’s authentication process allows us to differentiate bona fide 
users from bad actors during the registration process. Combined 
Strongly agree 17% 
Agree 19% 
Unsure 23% 
Disagree 25% 
Strongly disagree 16% 
Total 100% 
  

Q1b. My organization’s authentication of users is a difficult process to manage. Combined 
Strongly agree 31% 
Agree 38% 
Unsure 12% 
Disagree 15% 
Strongly disagree 5% 
Total 100% 
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Q1c. In the context of user registration, my organization prioritizes smooth (easy) 
registration over security. Combined 
Strongly agree 29% 
Agree 35% 
Unsure 12% 
Disagree 11% 
Strongly disagree 13% 
Total 100% 
  
Q1d. My organization doesn’t worry about fake (inauthentic) accounts to be registered 
to our service as a result of the desire to avoid friction in the account registration 
process.  Combined 
Strongly agree 20% 
Agree 23% 
Unsure 18% 
Disagree 26% 
Strongly disagree 13% 
Total 100% 
  
Q1e. My organization is vigilant in determining that each user account belongs to a 
real person. Combined 
Strongly agree 20% 
Agree 19% 
Unsure 22% 
Disagree 25% 
Strongly disagree 15% 
Total 100% 
  
Q1f. Knowing that our user base is legitimate is of great value to the leaders in my 
organization.    Combined 
Strongly agree 30% 
Agree 35% 
Unsure 12% 
Disagree 18% 
Strongly disagree 5% 
Total 100% 
  
Q1g. The effective use of users’ mobile identities is essential to my organization’s 
competitive positioning.    Combined 
Strongly agree 39% 
Agree 36% 
Unsure 12% 
Disagree 8% 
Strongly disagree 5% 
Total 100% 
  

Q1h. Data about a user’s phone number is sufficient to stop fraudulent registrations. Combined 
Strongly agree 21% 
Agree 33% 
Unsure 23% 
Disagree 15% 
Strongly disagree 8% 
Total 100% 
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Q1i. Verification alone is sufficient to stop fraudulent registrations. Combined 
Strongly agree 14% 
Agree 22% 
Unsure 29% 
Disagree 30% 
Strongly disagree 6% 
Total 100% 
  
Part 2. Background  
Q2. What factors are most important to your organization’s user authentication 
strategy? Please select only two top choices. Combined 
Ease of use 42% 
Cost efficiency 52% 
User convenience 58% 
Security 21% 
Speed to deploy 12% 
Interoperability 13% 
Other (please specify) 2% 
Total 200% 
  

Q3. Are mobile phone numbers used to authenticate the users of your service? Combined 
Yes 24% 
No 76% 
Total 100% 
  
Q4. What is the biggest concern in using users’ mobile devices (e.g., smart phone) to 
authenticate them during account registration? Combined 
Strength of initial authentication 20% 
Mobile phone numbers become stale over time 16% 
Complexity in the authentication process 24% 

Risk of fraudulent or malicious activities arising from fake users (e.g., bad actors) 
22% 

Potential liability from relying on invalid or fake identities 6% 
Cost 11% 
Other (please specify) 1% 
Total 100% 
  
Q5.  Does your organization allow users to log in with other organizations’ credentials? 
Please select all that apply. Combined 
Google 30% 
Facebook 29% 
LinkedIn 22% 
Yahoo 7% 
Microsoft 17% 
Twitter 5% 
No, we do not allow this type of log in 49% 
Other (please specify) 4% 
Total 161% 
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Q6. Do you believe that the traditional username and password approach is a 
reasonably secure authentication method for your users? Combined 
Yes 25% 
No 75% 
Total 100% 
  
Q7a. Is the use of two-factor authentication an option? Combined 
Yes 41% 
No 59% 
Total 100% 
  
Q7b.  If yes, do you use it to authenticate users? Combined 
Yes 50% 
No 50% 
Total 100% 
  
Q8. What factors are used by your organization to create an account once the users 
are registered? Please select all that apply. Combined 
Password or PIN 94% 
One time password (OTP) 31% 
Email address 79% 
IP address 26% 
Token on device 17% 
Mobile phone number 27% 
Mobile device identification (unique device identifier) 13% 
Mobile behavioral identification (detecting swipe patterns, etc.) 8% 
Voice biometric 8% 
Other biometric 7% 
Challenge questions 35% 
Location (GPS) 12% 
Other (please specify) 2% 
Total 359% 
  
Q9.  Using the following 10-point scale, please rate the effectiveness of your 
organization’s user authentication process.  Assume 1 = low to 10 = high. Combined 
1 or 2 14% 
3 or 4 21% 
5 or 6 36% 
7 or 8 18% 
9 or 10 12% 
Total 100% 
Extrapolated value  5.33  
  
Q10.  Using the following 10-point scale, please rate the quality (real users vs. 
unverified users) of your organization’s database of users. Assume 1 = low to 10 = 
high. Combined 
1 or 2 12% 
3 or 4 19% 
5 or 6 44% 
7 or 8 15% 
9 or 10 9% 
Total 100% 
Extrapolated value  5.31  
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Q11.  Approximately, how many individual (registered) users does your organization 
have today? Combined 
< 1 million 9% 
1 to 2 million 27% 
3 to 5 million 25% 
6 to 10 million 10% 
11 to 20 million 8% 
21 to 50 million 6% 
51 to 100 million 3% 
101 to 500 million 2% 
> 500 million 1% 
Cannot determine 9% 
Total 100% 
Extrapolated value  19.25  
  
Q12.  As a percentage of all users, how many new users were added to your 
organization’s database over the past 12 months? Combined 
< 1% 6% 
1 to 5% 11% 
6 to 10% 16% 
11 to 20% 20% 
21 to 30% 12% 
31 to 40% 12% 
41 to 50% 9% 
> 50% 4% 
Cannot determine 10% 
Total 100% 
Extrapolated value 20% 
  
Q13.  Does your organization have a method for determining whether a particular 
user/account is real (legitimate) or fake (inauthentic)? Combined 
Yes 42% 
No 58% 
Total 100% 
  
Q14.  How does your organization identify fake user accounts? Please select all that 
apply. Combined 
Assessments and audits 58% 
Database monitoring 50% 
Manual control systems 50% 
Behavioral analysis 15% 
Customer complaints 19% 
Indicators of spam 15% 
Real time validation via email or phone verification 17% 
Other (please specify) 5% 
We do not identify fake users or accounts 32% 
Total 260% 
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Q15.  As a percentage of all users, how many registered accounts are fake 
(inauthentic)? Your best guess is welcome. Combined 
< 1% 27% 
1 to 5% 22% 
6 to 10% 14% 
11 to 20% 9% 
21 to 30% 7% 
31 to 40% 5% 
41 to 50% 4% 
> 50% 1% 
Cannot determine 11% 
Total 100% 
Extrapolated value 10% 
  
Q16.  What percentage of bad actors are you able to catch during registration? Your 
best guess is welcome. Combined 
< 1% 0% 
1 to 5% 2% 
6 to 10% 5% 
11 to 20% 9% 
21 to 30% 10% 
31 to 40% 12% 
41 to 50% 15% 
> 50% 35% 
Cannot determine 12% 
Total 100% 
Extrapolated value 39% 
  
Q17.  What percentage of bad actors are you able to catch after registration? Your 
best guess is welcome. Combined 
< 1% 1% 
1 to 5% 3% 
6 to 10% 6% 
11 to 20% 13% 
21 to 30% 22% 
31 to 40% 26% 
41 to 50% 13% 
> 50% 6% 
Cannot determine 10% 
Total 100% 
Extrapolated value 30% 
  
Q18. In your opinion, what is the main reason why bad actors register on your 
organization’s website? Combined 
Theft of confidential information 27% 
Phishing 10% 
Spam other bona fide users 30% 
Create chaos and disruption 4% 
Social engineering 14% 
Account takeover 6% 
Credit card fraud 4% 
To create fake product, service, or company reviews 3% 
Other (please specify) 0% 
Total 100% 
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Q19.  How would you characterize bad actors in your user base ecosystem? Combined 
A significant problem 44% 
A problem 38% 
A mere annoyance 13% 
Not a problem 4% 
Total 100% 
  
Q20.  In your opinion, how difficult is it to prevent a bad actor from creating more than 
one fake account? Combined 
Very difficult 46% 
Difficult 30% 
Not difficult 17% 
Easy 7% 
Total 100% 
  
Q21.  In your opinion, how difficult is it to suspend an account that has been identified 
as spam or fraud after the fact? Combined 
Very difficult 34% 
Difficult 38% 
Not difficult 21% 
Easy 7% 
Total 100% 
  
Part 3.  Economics  
Q22a.  Does your organization consider its user base a critical asset? Combined 
Yes 89% 
No 9% 
Unsure 2% 
Total 100% 
  
Q22b. If yes, how critical is this asset to your organization’s financial viability (i.e., 
ability to stay in business)? Combined 
Essential 34% 
Very important 29% 
Important 22% 
Not important 15% 
Irrelevant 0% 
Total 100% 
  
Q22c.  If yes, how valuable is this asset?  In determining value, please consider the 
cost your organization would incur if it had to build a new database of bona fide users 
from scratch. Your best guess is welcome. Combined 
< $1 million 0% 
$1 to 5 million 4% 
$6 to 10 million 9% 
$11 to 20 million 13% 
$21 to 30 million 18% 
$31 to 50 million 19% 
$51 to 100 million 18% 
$101 to 500 million 9% 
> $500 million 3% 
Cannot determine 7% 
Total 100% 
Extrapolated value  $117  
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Q23.  Does your organization sell or rent its database of users to other companies for 
a fee? Combined 
Yes 17% 
No 78% 
Unsure 6% 
Total 100% 
  
Q24a.  Approximately, how much cost was incurred over the past 12 months in 
responding to spam or fraud committed by fake users?  Please consider all costs 
associated with detection, investigation, containment and recovery after the incident. 
Also, include costs associated with reputational diminishment. Combined 
Less than $50,000 1% 
$50,001 to 100,000 4% 
$100,001 to 250,000 7% 
$250,001 to 500,000 12% 
$500,001 to 1,000,000 18% 
$1,000,001 to 5,000,000 16% 
$5,000,001 to 10,000,000 22% 
$10,000.001 to 25,000,000 5% 
More than $25,000,000 1% 
Cannot determine 13% 
Total 100% 
Extrapolated value  3,959,944  
  
Q24b.  Please allocate the above total cost to the following five cost categories using 
all 100 points provided in the accompanying table. Combined 
Detection costs 9 
Investigative costs 8 
Containment costs 13 
Recovery costs 11 
Reputational costs 60 
Total points 100 
  
Q25a. Has your organization experienced a spam attack by fake users against 
legitimate users? Combined 
Yes 53% 
No 24% 
Unsure 23% 
Total 100% 
  
Q25b. If yes, how frequently has this occurred over the past 12 months? Your best 
guess is welcome. Combined 
None 0% 
1 to 25 2% 
26 to 75 8% 
76 to 150 19% 
151 to 300 28% 
301 to 600 19% 
601 to 1,200 9% 
1,201 to 2,400 9% 
More than 2,400 7% 
Total 100% 
Extrapolated value  593.9  
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Q26.  As a percentage of all users, how many legitimate users did fake users (e.g., 
spammers) victimize over the past 12 months? Your best guess is welcome. 

Combined 
< 1% 5% 
1 to 5% 9% 
6 to 10% 18% 
11 to 20% 16% 
21 to 30% 17% 
31 to 40% 15% 
41 to 50% 7% 
> 50% 4% 
Cannot determine 8% 
Total 100% 
Extrapolated value 21% 
  
Q27a.  What percentage of legitimate users terminated their relationship with your 
organization over the past 12 months because of bad actors? Combined 
< 1% 14% 
1 to 5% 29% 
6 to 10% 18% 
11 to 20% 15% 
21 to 30% 11% 
31 to 40% 2% 
41 to 50% 0% 
> 50% 0% 
Cannot determine 10% 
Total 100% 
Extrapolated value 9% 
  
Q27b.  What percentage of business partners, customers or other key stakeholders 
terminated their relationship with your organization over the past 12 months because 
of bad actors? Combined 
< 1% 35% 
1 to 5% 29% 
6 to 10% 13% 
11 to 20% 10% 
21 to 30% 2% 
31 to 40% 0% 
41 to 50% 0% 
> 50% 0% 
Cannot determine 11% 
Total 100% 
Extrapolated value 4% 
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Hypotheticals  
Q29a.  How would asset value change?  Assume the rate of fake users was 
reduced from the current state to an improved state where fake registrations were 
nearly eliminated (99% accuracy). Your best guess is welcome. Percentage increase 
in value of your user base: Combined 
< 1% 0% 
1 to 5% 0% 
6 to 10% 5% 
11 to 20% 7% 
21 to 30% 5% 
31 to 40% 7% 
41 to 50% 11% 
> 50% 52% 
Cannot determine 12% 
Total 100% 
Extrapolated value 44% 
  
Q29b.  How would asset value change?  Assume the rate of fake users increased 
from the current state to a worsened state where the number of inauthentic accounts 
doubled. Your best guess is welcome. Percentage decrease in value of your user 
base: Combined 
< 1% 0% 
1 to 5% 0% 
6 to 10% 3% 
11 to 20% 5% 
21 to 30% 3% 
31 to 40% 8% 
41 to 50% 12% 
> 50% 57% 
Cannot determine 12% 
Total 100% 
Extrapolated value 47% 
  
Part 4. Your role and organization  
D1. What organizational level best describes your current position? Combined 
Senior Executive 2% 
Vice President 2% 
Director 15% 
Manager 22% 
Supervisor 20% 
Technician/associate 36% 
Consultant 2% 
Contractor 1% 
Other 0% 
Total 100% 
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D2. What industry best describes your organization’s industry focus? Combined 
Communications 5% 
E-commerce 13% 
Education & research 3% 
Entertainment & media 4% 
Financial services 20% 
Hospitality 6% 
IT services 12% 
Retail  10% 
Services 10% 
Technology & software 9% 
Transportation 5% 
Other (please specify) 3% 
Total 100% 
  
D3. What is the worldwide headcount of your organization? Combined 
Less than 100 9% 
101 to 500 14% 
501 to 1,000 18% 
1,001 to 5,000 25% 
5,001 to 25,000 20% 
25,001 to 75,000 9% 
More than 75,000 6% 
Total 100% 
  
D4. What is your organization’s annual revenue (US dollars)? Combined 
Less than $50 million 8% 
$51 million to $100 million 15% 
$101 million to $500 million 25% 
$501 million to $1 billion 23% 
$1 billon to $10 billion 19% 
More than $10 billion 10% 
Total 100% 
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